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AGENDA ITEM 7
Report to the Joint Independent Audit Committee 
04 March 2026
 
Internal Audit Recommendations Summary Report
          
RECOMMENDATION

           The Committee is asked to note this report.

1 PURPOSE OF THE REPORT

1.1 This report provides the Joint Independent Audit Committee (JIAC) with an update on the status of actions arising from recommendations made in internal audit reports.

1.2 The report contains actions arising from audits of Northamptonshire Police and the Office of Northamptonshire Police, Fire and Crime Commissioner and East Midlands Collaboration Units. Where joint police and fire audits have been undertaken all recommendations are included in this report irrespective of whether they apply solely to police or fire or if they apply jointly to both organisations.

1.3 The attached Summary of Internal Audit Recommendations Report shows details and the current status of all open audit actions.

1.4 The Risk, Audit and Assurance Board has oversight of all outstanding audit actions and directs the activities required to complete any actions that have passed their targeted implementation date.


2
2 [bookmark: _Hlk222220978]NORTHAMPTONSHIRE AUDITS

2.1 Overall Status

Overview of completed internal audits and recommendations by audit year.
	2023/24 Audits
	Date
	Grade
	Recommendations
	Overall Status

	[bookmark: _Hlk220572054]
	
	
	Priority 1
	Priority 2
	Priority 3
	Progress
	

	
	
	
	
	
	
	Overdue
	Revised
	Ongoing
	Closed
	

	Firearms Licensing
	21 July 2023
	Moderate Assurance
	0
	2
	0
	0
	0
	0
	2
	

	RUI Follow Up
	26 September 2023
	Moderate Assurance
	0
	1
	2
	0
	0
	0
	3
	

	Business Continuity & Emergency Planning
	01 November 2023
	Limited Assurance
	2
	3
	0
	0
	0
	0
	5
	

	Reasonable Adjustments Follow Up
	25 January 2024
	Moderate Assurance
	0
	2
	3
	0
	0
	0
	5
	

	Core Financials
	06 March 2024
	Moderate Assurance
	0
	3
	3
	0
	0
	0
	6
	

	Vetting 
	18 March 2024
	Moderate Assurance
	0
	1
	2
	0
	0
	0
	3
	

	Fleet Management Follow Up
	25 April 2024
	Moderate Assurance
	0
	0
	3
	0
	0
	0
	3
	

	Payroll
	01 May 2024
	Moderate Assurance
	0
	3
	0
	0
	0
	0
	3
	

	Identity Access Management
	11 June 2024
	Limited Opinion
	0
	5
	1
	0
	2
	0
	4
	

	IT Asset Legacy Management
	11 June 2024
	Moderate Opinion
	0
	2
	3
	0
	0
	0
	5
	

	[bookmark: _Hlk220572473]Totals
	2
	22
	17
	0
	2
	0
	39
	



	2024/25 Audits
	Date
	Grade
	Recommendations
	Overall Status

	
	
	
	Priority 1
	Priority 2
	Priority 3
	Progress
	

	
	
	
	
	
	
	Overdue
	Revised
	Ongoing
	Closed
	

	Grant Funding
	27 June 2024
	Substantial Opinion
	0
	1
	0
	0
	0
	0
	1
	

	Medium Term Financial Planning
	18 September 2024
	Substantial Opinion
	0
	0
	0
	0
	0
	0
	0
	

	Asset Management
	30 October 2024
	Moderate Opinion
	0
	1
	3
	0
	3
	0
	1
	

	Joint Core Financials
	27 November 2024
	Moderate Opinion
	0
	2
	3
	0
	0
	0
	5
	

	Workforce Planning
	27 February 2025
	Moderate Opinion
	0
	1
	0
	0
	0
	0
	1
	

	Business Continuity & Emergency Planning Follow Up
	29 May 2025
	n/a
	1
	0
	0
	0
	0
	0
	1
	

	Procurement and Supply Chain
	18 June 2025
	Moderate Opinion
	0
	2
	1
	0
	0
	0
	3
	

	Joint Governance
	03 July 2025
	Moderate Opinion
	0
	1
	2
	1
	0
	0
	2
	

	Police and Fire IT Governance
	29 July 2025
	Moderate Opinion
	0
	2
	2
	0
	0
	0
	4
	

	Joint Estates Management
	22 August 2025
	Moderate Opinion
	0
	1
	0
	0
	1
	0
	0
	

	[bookmark: _Hlk220572578]Totals
	1
	11
	11
	1
	4
	0
	18
	



	2025/26 Audits
	Date
	Grade
	Recommendations
	Overall Status

	
	
	
	Priority 1
	Priority 2
	Priority 3
	Progress
	

	
	
	
	
	
	
	Overdue
	Revised
	Ongoing
	Closed
	

	Seized Property
	24 October 2025
	Substantial Opinion
	0
	0
	2
	0
	0
	0
	2
	

	Joint Fleet Management
	30 October 2025
	Moderate Opinion
	0
	2
	2
	2
	0
	2
	0
	

	Accreditation Management
	21 November 2025
	Limited Opinion
	1
	1
	2
	0
	0
	4
	0
	

	Control Room & First Contact
	17 February 2026
	Substantial Opinion
	0
	0
	0
	0
	0
	0
	0
	

	Totals
	1
	3
	6
	2
	0
	6
	2
	



Full details of all audit recommendations are in the Summary of Internal Audit Recommendations report below. 


2.2 [bookmark: _Hlk176787653]New Audits

Since the last report to JIAC four audits have been completed, making ten recommendations.

2.3 [bookmark: _Hlk222220073][bookmark: _Hlk222220932]Overdue Recommendations

Three recommendations have passed their implementation dates and remain outstanding.
	Audit
	Recommendation
	Update
	Original Date

	Joint Governance – July 2025
	Recommendation 2 – OPFCC and Force – Policy and procedure review
	The Head of Office is pulling a list together of the policies and procedures that require a review and then these will be allocated for review to appropriate staff members. – Update 16/02/26 The action relating to having a more comprehensive list of policy with identified review dates is completed. The policies relating to matters concerning HR have been collated and are with HR colleagues for review with the intention of merging these wherever possible with those of Northamptonshire Police. This work sits at the moment with a business manager in HR to take forward on our behalf. No current timescale for this work. Non HR based policy will in the future be taken to OPFCC SMT once a month to enable a three month forward plan for those matters that need review.
	30 Oct 25

	Joint Fleet Management – October 2025
	Recommendation 1 - Force and Fire do not currently have a Fleet Management Strategy and supporting Implementation Plans in place
	The Department shall be publishing a joint Asset Strategy which shall consolidate and have a single fleet strategy. This shall then be used to support deliverables across the capital replacement, Policing Plan and CMRP. The work is underway to ensure in year actions are identified and reported upon. No updates received but links to the Asset Strategy that has now been presented to Fire SLT and FEM. Expected to be published by end of February 26.
	31 Dec 25

	Joint Fleet Management – October 2025
	Recommendation 4 - Engagement with sector Fleet Groups
	This is supported and is aligned to temporary responsibilities role; this shall be part of the future role under the restructure. No updates received but links to the Asset Strategy that has now been presented to Fire SLT and FEM. Expected to be published by end of February 26.
	31 Dec 25




2.4 Recommendations With Revised Implementation Dates

Six recommendations have revised implementation dates.

	[bookmark: _Hlk220592810]Audit
	Recommendation
	Update
	Original Date
	Revised Date

	Identity Access Management – June 2024
	Recommendation 2 - Multifactor Authentication for Fire AD Accounts
	The mobile phone paper was presented to Fire SLT in late November, and they requested further work to define the different roles within Fire and identify the appropriate technology requirements for each role before approving the proposal to issue mobile phones to all users.
	31 Dec 25
	31 Dec 26

	Identity Access Management – June 2024
	Recommendation 4 - Password Management Tool Implementation
	The procurement process has now progressed, and this will be a direct award vis the Northants IT framework. DDaT will await contract details once finalised.  On track
	31 Mar 25
	01 Oct 26

	Asset Management – October 2024
	Recommendation 1 - Lack of Equipment and Inventory Checks
	The workstreams to support this is now embedded and work is underway to validate the data in Redkite. The actions need to be realigned to allow for consultation, staff moves and then commencement.
	30 Nov 25
	31 Aug 26

	Asset Management – October 2024
	Recommendation 2 - Lack of updated policies and procedures.
	The policy has now been presented to Fire SLT and the Force Executive Meeting. Commentary received back has been minimal and will be reviewed with ACO before publication.  
	30 Sep 25
	28 Feb 26

	Asset Management – October 2024
	Recommendation 3 - Lack of equipment testing.
	As above for recommendation 1
	30 Nov 25
	31 Aug 26

	Joint Estates Management – August 2025 
	Recommendation 1 - Completion of stock condition surveys
	Owing to delays in finalising the estates delivery plan, and increased volumes of work against a backdrop of reduced capacity in Q3 25/26 this shall need to be pushed back until end of Q1 26/27 – pending confirmation of Commercial and Property P1s
	30 Jan 26
	30 Jun 26


2.5 Completed Recommendations

Fourteen recommendations have been completed since the last report to JIAC.
	Audit
	Recommendation
	Update

	Identity Access Management – June 2024
	Recommendation 1 - Lack of Periodic User Access Reviews
	Having reviewed the original audit scope, the focus of this recommendation was to implement a regular regimen of Windows AD access reviews. The sys admin team now have consistent scripts running that identify changes such as add or removal to AD accounts.

	Identity Access Management – June 2024
	Recommendation 5 - Completion of Access Changes
	This audit action is linked to ITSM platform development, which has progressed significantly with core capabilities in place, including automated handling of access-related documentation and updated procedures for manual attachment where required.

	IT Asset Legacy Management – June 2024
	Recommendation 1 - Automated scanning of hardware and software is not used to identify inaccuracies in the IT asset register
	Automated scanning of hardware and software to identify inaccuracies in the IT asset register has been addressed through ITSM platform development, with key components such as SSO, APIs, and asset uploads implemented.

	Asset Management – October 2024
	Recommendation 4 - Reliance on spreadsheet for the Vehicle Maintenance and Records
	The provision of Appliance maintenance has now transferred to the external contractor, and we have now moved onto their approved system to manage all the relevant records for maintenance of the fleet. Internal processes have also been reviewed and amended in line with JOT to ensure timely and efficient management of servicing and maintenance.

	Workforce Planning – February 2025
	Recommendation 1 – No formal succession plans for critical roles
	Further responses received from departments and collated into spreadsheet showing roles and identified scoring. Further meeting scheduled for 4th February with Workforce Planning to review list and confirm those roles considered critical. this is a starting point, and a review will be conducted on a regular basis and other roles added / removed as required. Work has been ongoing to identify a mechanism for succession planning to the critical roles and an additional box will appear on the talent tile with the ability to select any of the critical roles. This process will be implemented with the start of the new PDR in April 2026.

	Business Continuity & Emergency Planning Follow Up
	Recommendation 1 - Annual Testing Programme
	All plans continue to be exercised on a rolling basis.

	Procurement and Supply Chain – June 2025
	Recommendation 1 - Sending timely reminders to suppliers within frameworks
	The additional administrative resource is now in place and processes have been revisited to ensure consistency of approach. In addition to the internal processes, the expectations for suppliers have been strengthened within the framework paperwork for the new pensions framework and has been clearly outlined to all new suppliers for the IT framework. The improvements against this objective will be monitored and quality assured over the next 12 months.

	Joint Governance – July 2025
	Recommendation 1 - Chief Fire Officer’s expenses not published online
	This is done on a monthly or bi-monthly basis and is published on the NFRS website.

	Police and Fire IT Governance – July 2025
	Recommendation 1 - Lack of an Organisational Cyber Security Policy
	Draft completed and presented to Chief Digital Officer in October 2025.

	Police and Fire IT Governance – July 2025
	Recommendation 2 - Lack of Consolidated Portfolio Planning
	There was an agreement with CFO and paper to SLT in Sept last year on how projects would be managed in Fire; review held with CFO that agreed the approach (23/8/24).  This governance has been implemented ACFO Jim Powell has introduced and chairs a Fire Change Improvement Board (CIB).  Members include Fire SLT and DDaT.

	Police and Fire IT Governance – July 2025
	Recommendation 3 - Unclear links between governance bodies
	The intent of this action has been addressed through the organisational restructure and the introduction of ES-wide tasking and tracking meetings. These mechanisms ensure DDaT governance is integrated within wider governance.

	Police and Fire IT Governance – July 2025
	Recommendation 4 - Data Quality Assurance Procedure
	Data quality strategies for both organisation have been drafted and disseminated for review and comment. The data quality working group continues to drive best practice and oversight of all data quality activities in both organisations, and there remains an escalation process within both organisations

	Seized Property - October 2025
	Recommendation 1 - Cash Exhibit Handling and Location Discrepancies
	All actions were completed following the audit.

	Seized Property - October 2024
	Recommendation 2 - Discrepancy Between Niche Listings and Physical Locations
	1. Reinforce training for officers  - L&D contacted to offer to review training and provide further guidance if required.  EP Team already remind officers of the EP process during briefing sessions.
2. Continue to perform weekly audits - Already in place on ongoing.
3. Introduce a mandatory check-out protocol for officers - There are signs to remind officers to check out any items they remove from stores.  This is also covered in briefings given to officers and a reminder is to be  issued on ForceNet. The EP team conduct regular audits to identify any missing items.



3 COLLABORATION AUDITS

3.1 Overall Status

	2024/25 Audits
	Date
	Grade
	Recommendations
	Overall Status

	
	
	
	Priority 1
	Priority 2
	Priority 3
	Progress
	

	
	
	
	
	
	
	Overdue
	Revised
	Ongoing
	Closed
	

	EMSOU – Data Governance and Security
	11 April 2025
	Substantial Opinion
	0
	1
	1
	1
	0
	0
	1
	

	EMSOU – Wellbeing & EDI
	29 May 2025
	Moderate Opinion
	0
	2
	2
	0
	0
	4
	0
	

	Totals
	0
	3
	3
	1
	0
	4
	1
	




3.2 Overdue Recommendations

One recommendation has passed its implementation date and remains outstanding.
	Audit
	Recommendation
	Update
	Original Date

	EMSOU – Data Governance and Security – April 2025
	Recommendation 1 - Incomplete Information Asset Register
	EMSOU should ensure that the information asset registers are kept updated and that information owners are clear on their responsibilities in completing all relevant sections. Action agreed. Update requested but not yet received.
	01 Jul 25



3.3 Completed Recommendations

[bookmark: _Hlk222221797]One recommendation has been completed since the last report to JIAC.
	[bookmark: _Hlk222221403]Audit
	Recommendation
	Update

	EMSOU – Data Governance and Security – April 2025
	Recommendation 2 - Security Handbook Not Updated
	EMSOU should ensure that Security Handbook is updated on a regular basis, and that contact details of members of staff is accurate. Action agreed. Update 01/07/25 - Handbook has been updated





EQUALITY, DIVERSITY AND HUMAN RIGHTS IMPLICATIONS
None

HUMAN RESOURCES IMPLICATIONS
None

RISK MANAGEMENT IMPLICATIONS
None.

ENVIRONMENTAL IMPLICATIONS
None

Author:				Richard Baldwin, 
Business Continuity and Risk Manager

Chief Officer Portfolio Holder:	Paul Bullen, Assistant Chief Officer 

Background Papers:	Summary of Internal Audit Recommendations for JIAC March 2026. 
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[bookmark: _Hlk147392721][bookmark: _Hlk167888246]INTERNAL AUDIT RECOMMENDATIONS DASHBOARD 



Summary of Audit Outcomes



Audits are graded as No Assurance, Limited Assurance, Satisfactory Assurance or Significant Assurance. Some thematic audits are advisory only and not graded. Recommendations are prioritised as Priority 1 (Fundamental), Priority 2 (Significant) or Priority 3 (Housekeeping) to reflect the assessment of risk associated with the control weaknesses. 



[bookmark: _Hlk158039930]Northants Audits



2023/24

		AUDIT

		DATE

		GRADE

		RECOMMENDATIONS MADE



		

		

		

		Priority 1

		Priority 2

		Priority 3



		[bookmark: _Hlk161928055]Firearms Licensing

		21 July 2023

		Moderate Assurance

		0

		2

		0



		RUI Follow Up

		26 September 2023

		Moderate Assurance

		0

		1

		2



		Business Continuity & Emergency Planning

		01 November 2023

		Limited Assurance

		2

		3

		0



		Reasonable Adjustments Follow Up

		25 January 2024

		Moderate Assurance

		0

		2

		3



		Core Financials

		06 March 2024

		Moderate Assurance

		0

		3

		3



		Vetting 

		18 March 2024

		Moderate Assurance

		0

		1

		2



		Fleet Management Follow Up

		25 April 2024

		Moderate Assurance

		0

		0

		3



		Payroll

		01 May 2024

		Moderate Assurance

		0

		3

		0



		Identity Access Management

		11 June 2024

		Limited Opinion

		0

		5

		1



		IT Asset Legacy Management

		11 June 2024

		Moderate Opinion

		0

		2

		3







2024/25

		AUDIT

		DATE

		GRADE

		RECOMMENDATIONS MADE



		

		

		

		Priority 1

		Priority 2

		Priority 3



		Grant Funding

		27 June 2024

		Substantial Opinion

		0

		1

		0



		Medium Term Financial Planning

		18 September 2024

		Substantial Opinion

		0

		0

		0



		Asset Management

		30 October 2024

		Moderate Opinion

		0

		1

		3



		Joint Core Financials

		27 November 2024

		Moderate Opinion

		0

		2

		3



		Workforce Planning

		27 February 2025

		Moderate Opinion

		0

		1

		0



		Business Continuity & Emergency Planning Follow Up

		29 May 2025

		n/a

		1

		0

		0



		Procurement and Supply Chain

		18 June 2025

		Moderate Opinion

		0

		2

		1



		Joint Governance

		03 July 2025

		Moderate Opinion

		0

		1

		2



		Police and Fire IT Governance

		29 July 2025

		Moderate Opinion

		0

		2

		2



		Joint Estates Management

		22 August 2025

		Moderate Opinion

		0

		1

		0







2025/26

		AUDIT

		DATE

		GRADE

		RECOMMENDATIONS MADE



		

		

		

		Priority 1

		Priority 2

		Priority 3



		Seized Property

		24 October 2025

		Substantial Opinion

		0

		0

		2



		Joint Fleet Management

		30 October 2025

		Moderate Opinion

		0

		2

		2



		Accreditation Management

		21 November 2025

		Limited Opinion

		1

		1

		2



		Control Room & First Contact

		17 February 2026

		Substantial Opinion

		0

		0

		0







Summary of Audit Recommendations Progress

This table shows a summary of the progress made on new audit recommendations raised at each JIAC during the current year and annual totals for previous years where audit recommendations are still active.

 

		[bookmark: _Hlk179534965]2023/24 AUDITS

		RECOMMENDATIONS MADE

		RED

		AMBER

		YELLOW

		GREEN



		Firearms Licensing

		2

		CLOSED



		RUI Follow Up

		3

		CLOSED



		Business Continuity & Emergency Planning

		5

		CLOSED



		Reasonable Adjustments Follow-Up

		5

		CLOSED



		Core Financials

		6

		CLOSED



		Vetting 

		3

		CLOSED



		Fleet Management Follow Up

		3

		CLOSED



		Payroll

		3

		CLOSED



		Identity Access Management

		6

		0

		2

		0

		4



		IT Asset Legacy Management

		5

		0

		0

		0

		5



		Totals

		41

		0

		2

		0

		39







		[bookmark: _Hlk201564317]2024/25 AUDITS

		RECOMMENDATIONS MADE

		RED

		AMBER

		YELLOW

		GREEN



		Grant Funding

		1

		CLOSED



		Medium Term Financial Planning

		0

		CLOSED



		Asset Management

		4

		0

		3

		0

		1



		Joint Core Financials

		5

		CLOSED



		Workforce Planning

		1

		0

		0

		0

		1



		Business Continuity & Emergency Planning Follow Up

		1

		0

		0

		0

		1



		Procurement and Supply Chain

		3

		0

		0

		0

		3



		Joint Governance

		3

		1

		0

		0

		2



		Police and Fire IT Governance

		4

		0

		0

		0

		4



		Joint Estates Management

		1

		0

		1

		0

		0



		[bookmark: _Hlk212464300]Totals

		23

		1

		4

		0

		18







		2025/26 AUDITS

		RECOMMENDATIONS MADE

		RED

		AMBER

		YELLOW

		GREEN



		Seized Property

		2

		0

		0

		2

		0



		Joint Fleet Management

		4

		2

		0

		2

		0



		Accreditation Management

		4

		0

		0

		4

		0



		Control Room & First Contact

		0

		CLOSED



		Totals

		10

		2

		0

		8

		0










OUTSTANDING RECOMMENDATIONS

		Key to Status

		

		Action completed since last report

		

		Action ongoing 

		

		Action ongoing with revised implementation date

		

		Action outstanding and past its agreed implementation date

		

		Action no longer applicable or superceded by later audit action







[bookmark: _Hlk112931960]2023/24

[bookmark: _Hlk169517926]Identity Access Management – June 2024

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ responsibility

		Status



		1

		Lack of Periodic User Access Reviews

Observation: Regular user access reviews should assess whether the Windows Active Directory (AD) user base, responsible for managing logins, permissions, and authenticating access to associated applications, is accurate and that individuals have not been assigned unnecessary access.

A regular regimen of access reviews has not been established to determine the suitability of access privileges for Windows AD accounts.

Risk and Impact: Failure to implement regular access reviews can lead to individuals retaining unnecessary access to Windows AD and related systems, creating additional points of access to external attackers.

		

Each organisation should implement a regular (e.g. quarterly) regimen of Windows AD access reviews. Line managers should review the access of their staff and any other users such as partnership workers that they are responsible for. Any

unnecessary access detected during these reviews should be removed from relevant individuals.

As the Force is implementing SailPoint across its employees, it should assess whether SailPoint could provide this service automatically. For users not covered by SailPoint alternative

manual processes may be required proportionate to the risk.

		

2

		

This recommendation is broadly accepted by management as it is recognised that there are currently process in place to address this, they do not currently extend to this level of scrutiny. Therefore, although there will be oversight of this process within the annual information auditor plans and role (due to be

implemented by the end of the 2024 calendar year), this in-depth level of scrutiny will be fully implemented once we have the correct JML and access controls processes in place which will be managed automatically via the implementation of ITSM tool in December 2025. The source information reviews (a required prerequisite) will begin when the new information assurance structure is in place, this will inform the data utilised within the ITSM tool.



25/07/2024 No further update.



Update 06/09/24:

The process is currently conducted in conjunction with the Information Assurance and Systems admin teams and due to resource constraints is limited to ad hoc reviews at this time. However the new structure will facilitate the coordination of the ROPA, the underlying access required and then the audits will be planned and executed by the new information audit team.



Update 30/09/24 (YH)

Consultation and recruitment underway



Update 31/10/24 (YH)

Consultation now complete and largescale recruitment underway. DDaT are  working with the comms department to facilitate an effective and targeted recruitment campaign to ensure these roles are filled. 



Update 31/03/25 – No change



Update TKJ May 25 - I've requested that this is the next audit we complete. The Audit Manager and Auditor have started. They have carried out an initial Locker Audit just to get in the swing of things so Audit activity will be in full swing soon. By 30/06 the audit will be underway by then or be in the process of reporting back to SIRO.



Update Sep 25 - This will be the next audit Info Sec complete. The team have carried out an initial Locker Audit just to get in the swing of things so Audit activity will be in full swing soon. By 30/06 the audit will be underway by then or be in the process of reporting back to SIRO. Review of the recommendation requested due to potential scope creep. This action relates to system access rather than physical access. Update on requirement clarification to be included in October report.



Update October 25 - Having reviewed the original audit scope, the focus of this recommendation was to implement a regular regimen of Windows AD access reviews. The sys admin team now have consistent scripts running that identify changes such as add or removal to AD accounts. 

		

Trina Kightley-Jones, Head of Information

Assurance



31 December 2025

		



		2

		Multifactor Authentication for Fire AD Accounts

Observation: Multifactor Authentication (MFA) provides additional layers of authentication beyond passwords, that attackers must also breach should passwords become known to them. Best practice frameworks such as Cyber Essentials recommend that MFA is applied where available, and always for cloud services.

Accounts within the Police Service Windows AD domain have MFA configured, however, the process to enable this for Fire Service AD accounts is still ongoing.

Risk and Impact: Should the passwords for Fire Service user accounts be determined in a security attack, such as through the use of malware, these accounts could be accessed resulting a severe security breach that could be used to access data across the network.

		

NCFRA should continue the process of setting up MFA for Fire

Service accounts, ensuring that all accounts are covered by this process.

		

2

		

We agree with the audit recommendation and acknowledge the importance of multifactor authentication for securing Fire Service accounts. As noted in the

recommendation, we have started the process of implementing this security measure for administrative accounts and on a per project basis. The intention

would be to enable this for accounts within EntraID. Full implementation will require executive support from the organisation and of other affiliated bodies.

We will commence this process, monitor the progress, and report any issues or challenges. A date has been set of 30/09/2024 subject to approval by the

organisation.



Update 13/08/2024:

In progress, delivery dates not yet amended.



Update 06/09/24:

MFA - Currently in 28 day consultation with Fire, Lisa Jackson to advise of consultation outcome.



Update 30/09/24 (YH)

Lisa Jackson in Fire has confirmed that this consultation has been agreed in Fire. However following initiation of this work and further investigation by DDaT, a paper is being developed by the Digital Security Architect to consider the wider security considerations in relation to MFA and the holistic cyber security implications. This work should not be completed in isolation and there must be precursor work regarding security keys ect prior to the switching on of MFA in fire. A request for this action to be extended to Jan 2025



Update 30/11/25 (YH)

A request for this action to be extended to Jan 2025 has been approved. YH to send reminder to ensure work is progressing at required pace.



Update January 25 - A request for this action to be extended to Jan 2025 has been approved. Digital Security Architect developing paper for approval. On track 



Update January 2025 - It has been confirmed that the ECF and Union have not yet agreed on  complete MFA for Fire. The SLT meeting minutes state that MFA is not mandatory in fire and the action to progress it was closed. The CAF and digital standards recommendations highlight MFA in fire as a requirement. As a result, an additional paper will be written by DDaT Digital Security Architect. Request to move date to 30th April 2025 for this work to be completed and approved to be sought.



Update March 2025 - No approval for MFA in Fire provided by FBU. However, Project to provide personal devices to all fire staff now under review, SYAP and CAF recommendations highlight the need for personal issue devices which means this recommissioning is being picked up as part of that work now Request to move date to 31/12/2025.



Update October 25 - Request to amend date : 01/11/2026. The options paper for mobile phones for all fire personnel has been shared with ACO will be presented at November fire SLT alongside usage report. This report identifies MFA in fire as a key driver to issue devices (alongside CAF and risk recommendations).



Update November 2025 - The mobile phone paper was presented to Fire SLT in late November. SLT has requested further work to define the different roles within Fire and identify the appropriate technology requirements for each role before approving the proposal to issue mobile phones to all users. Ownership of this action continues to sit with Enterprise Architecture.



Update December 2025 - SLT want us to look at what devices will be needed and for whom. Roy Cowper will meet with Mick Berry and Neil Sadler to discuss this 09/01/2026.

		

Roy Cowper, Enterprise Architect



30 September 2024











































January 2025









































30 April 2025









































31 December 2025













01 November 2026

		



		4

		[bookmark: _Hlk195516235]Password Management Tool Implementation

Observation: It is good practice to use a password management tool to secure the passwords for generic 

administration and service accounts in order to prevent their exposure through the use of less secure password storage methods.

A password management tool has not been implemented for Police Service AD service accounts, whilst for Fire Service accounts a tool has been implemented but which only contains passwords for a small minority of accounts.

Risk and Impact: Passwords may be documented in insecure locations such access to relevant accounts 

may be achieved the event of a security breach.

		

Each organisation should store all generic administration and

service account passwords in a password management tool.

		

2

		

This recommendation is accepted and there is a PAM (Password Access Management) Project in progress that is being led by the Transformation and Change team with a project manager assigned. Budget has been allocated and we have collated requirements which include the ability to store all generic administration and service account passwords, and supplier demonstrations have now taken place. This will be reviewed bi- monthly to ensure progress is made.



Update 25/07/2024 VS:

All requirements are done and quotes obtained, and business case is in development.



Update 30/09/24 (YH)

Currently in the commercial process for signing by the commissioner.



Update January 2025 - The commercial activity has been placed on hold – Queries relating to Cloud viability now being explored as requested by stakeholders



Update March 2025 - The concerns regarding the Cloud viability have now been explored and a revised commercial request has been submitted for progression. The due date for this implementation will need to be revised to allow time for the procurement activity to take place, this is now an RFQ rather than the previous RFI. Due date to move to 01/10/2025 and to be monitored.



Update September 25 – Delay in implementation due to OPFCC request to explore viability of a cloud solution. Martin G and Simon C are discussing the cloud viability and requirements. Relevant paperwork has been completed for discussion at the pipeline meeting where a revised delivery date will be identified.



Update October 25 - Request to amend date : 01/10/2026 This is now with commercial to procure a suitable solution. Whitelisting and Single Sign-On (SSO) implementation will vary by deployment model. For a cloud-based solution, configuration is relatively straightforward. For an on-premises deployment, a new server may be required. Based on current procurement timelines (estimated at 6–10 weeks), the earliest projected go-live is approximately 6 – 12 months . Delays linked to the delivery of this solution centre around requests from stakeholders to explore alternative hosting solutions late into the procurement process.



[bookmark: _Hlk217383784][bookmark: _Hlk217383799]Update November 2025 - The procurement process has progressed to commercial, with Softcat running a mini-competition to select a suitable solution. The award is now expected in January 2026. Whitelisting and Single Sign-On (SSO) requirements will vary by deployment model: cloud-based configuration is straightforward, whereas on-premises may require a new server. Based on current timelines, go-live is projected within 6–12 months. Delays have primarily resulted from late stakeholder requests to explore alternative hosting options.



Update December 2025 – The procurement process has now progressed, and this will be a direct award vis the Northants IT framework. DDaT will await contract details once finalised.  On track.



		

Andrew Jones, Head of Transformation and

Change



31 March 2025









































01 October 2025







































01 October 2026









		



		5

		Completion of Access Changes

Observation: Changes to access should only occur on supply of a proper request.

The OPFCC, Force and NCFRA were unable to provide relevant documentation to support the completion of access changes as follows:

· For five out of eight joiners, a HR notification form was not available.

· For one out of eight joiners, evidence of vetting and training was not available.

· For all eight leavers, a HR notification form was not available.

Risk and Impact: User accounts may be created or disabled without proper justification.

		

Emails and other documents supporting access requests should be automatically attached to tickets raised to the service desk. If this is not feasible the access management procedures followed

by the service desk should state that all such emails/documents

should be manually attached to relevant tickets and relevant staff made aware of this requirement

		

2

		

This recommendation has been reviewed and has been accepted. Although tickets are already created from HR data, this process will now be reviewed to identify the capability of the current HR hub, ITSM tool and automation, if that cannot be easily done within these existing platforms then this will be developed with the new ITSM tool. The associated action will be to review this and report to key stakeholders.



Update 11/07/2024 DC:

The ITSM procurement phase is well underway, due for completion August/September 2024. 



Update 24/07 DC - We have undertaken a review of the capabilities of both ITSM Police and Fire ITSM solutions and neither have the ability to manage access requests in the method described.

We are in the process of procuring a new ITSM joint platform, the procurement process is due for completion next month, where we will work with the supplier to understand if the data we receive from HR in the JML process can be used to provide both organisations with a higher level of audit capability in this area.



The new ITSM platform is unlikely to be made live until the next financial year.



Update 13/08/2024 (YH)

Discussed with CDO as procurement is still ongoing and implementation likely to be Autumn 24.  Request to adjust delivery dates in line with ITSM revised implementation.





Update 06/09/24: (YH)
Due to procurement activity and delayed ITSM implementation request for these dates to move to March 2025



Update 31/10/24 (YH)

The procurement for the tool is progressing well. The revised project stage gates remain accurate.



Update March 25 – The procurement for the tool is progressing, with contracts now signed. However, due to the extended nature of the procurement the delivery date for this action will need to be revised as well as the revised project stage gates, which will be communicated by the Head of Tech Support. The completion of the procurement is required before this action can be completed. Request to move date to 30/09/2025.



Update May 25 - This will be delivered as part of the ITSM project due to go-live at the end of 2025.



Update September 25 - This will be resolved as part of the ITSM project which is now in the implementation process. Updates on timelines to be delivered once Alemba the supplier provide these.



Update October 25 - This will be resolved as part of the ITSM project which is now in the implementation process and on track. The finance issues are resolved, and the user portal is complete with the relevant partitioning now in place. Data migration from Ivanti in train. IRAR and DPIA with info sec for sign off and SSO with EA for approval.



Update November 2025 - This audit action is linked to ITSM platform development, which has progressed significantly with core capabilities in place, including automated handling of access-related documentation and updated procedures for manual attachment where required.  



		

Dan Cooper, Head of Technical Support



01 July 2024













December 2024

























































31 March 2025



















30 September 2025





















31 December 2025

		





[bookmark: _Hlk169514673]

IT Asset Legacy Management – June 2024

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ responsibility

		Status



		1

		Automated scanning of hardware and software is not used to identify inaccuracies in the IT asset register.

Observation: Automated scanning of hardware and software enables organisations to identify discrepancies between the IT asset register and devices present on their network.

The Head of Digital, Data and Technology confirmed that there is currently no software in place to scan the network for discrepancies between the IT Asset Register and the actual devices deployed across the Force. Northamptonshire Police & Fire are currently in the process of purchasing a new IT Service Management (ITSM) tool, which we are informed will include this function, with the intention to begin implementation from May 2024.

Furthermore, dependent on their type, most devices are separately managed by other software; for example, laptops are registered by Intune, however apart from a historic feed from the Blackberry management software for mobile devices, there are no other automated updates to the IT asset register to keep it updated.

Risk and Impact: Inaccuracies in the IT asset register, such as those that arise from failure to apply manual updates of new devices, prevent effective management of the Northamptonshire Police & Fire devices, whether this be from a financial, security or service management perspective.

		

Continue with the planned implementation of a new ITSM tool that includes device scanning to identify discrepancies with the IT Asset Register.

Once implemented the software should also consume feeds from

the management software for each class of device.

IT asset register discrepancies identified by automated scanning

or following receipt of information from device management software should be investigated before their application to the IT

asset register

		

2

		

The procurement and implementation of the new ITSM tool is ongoing and DDaT will implement the software in three phases, starting from the first quarter of the current fiscal year and ending by the fourth quarter of the next fiscal year.

The first phase will involve installing and configuring the software on the servers and integrating it with the existing IT systems.

The second phase will involve testing and validating the software functionality and performance, as well as training the staff on how to use it. The third phase will involve deploying the software to all the devices and conducting a post- implementation review.

The current system does not provide Integrations required to consume feeds, however these capabilities are present in the new tool.

In the meantime, we are currently exploring opportunities to see how the reporting tools can help us determine device usage. The initial goal is to identify devices not in use against our asset lists.



Update 11/07/2024 DC:

The ITSM procurement phase is well underway, due for completion August/September 2024. 



Update 13/08/2024 (YH)

Discussed with CDO as procurement is still ongoing and implementation likely to be March 2025.  Request to adjust delivery dates in line with ITSM revised implementation.



Update 30/09/24 (YH)

Request to move dates accepted.



Update  January 25 – No change - On track.



Update March 25 - The ability to address this action is reliant on the delivery of the ITSM tool. Request to move date to 31/09/2025



Update May 25 - This will be resolved as part of the ITSM project where each piece of hardware will be tracked and records of software deployment will be maintained as part of the Service Catalogue. This is on track for the end of 2025.



Update October 25 - This will be resolved as part of the ITSM project. This is on track for the end of 2025. The finance issues are now resolved and the supplier PO raised. The user portal is complete with the relevant partitioning now in place, data migration from Ivanti is also in train. IRAR and DPIA with info sec for sign off and SSO with EA for approval.



Update November 2025 - Automated scanning of hardware and software to identify inaccuracies in the IT asset register has been addressed through ITSM platform development, with key components such as SSO, APIs, and asset uploads implemented. 



		

Dan Cooper, Head of Technical Support -

DDaT



31 December 2025









































December 2024





















31 March 2025









30 September 2025







31 December 2025

		







2024/25

Asset Management – 30 October 2024

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ responsibility

		Status



		1

		[bookmark: _Hlk212109432]Lack of equipment and inventory checks

Observation: The Force and the Service should ensure that regular equipment inventories are taken to ensure operational readiness, to ensure that all the necessary equipment is available and in proper working conditions in preparation for an emergency.

We noted that the Force does not operate a system which allows it to check the equipment that 'belongs' in a vehicle. We reviewed the 'Occupational Driving Policy’ and noted that it is the police officer’s responsibility to ensure that the appropriate equipment is held in the vehicle, which should be checked daily. We noted that there is no auditable trail that can be evidenced to show that equipment checks are being completed.

We reviewed a sample of 10 vehicles to ensure that the appropriate equipment was in the vehicle. We used the ‘Vehicle Safety Inspection and Equipment Checklist', and matched this to the relevant department to ensure that the correct equipment is carried on the vehicle. We were not able to inspect four vehicles as the vehicles were out, however for the other six we noted that three vehicles did not have the correct equipment.

During our review of equipment management of the Service, we noted that barcodes for equipment are important in ensuring that the correct piece of equipment is checked out to the correct pump on the Redkite system. We identified that for five out of 57 pieces of equipment that was reviewed, there were no barcodes. After discussions with the firefighters, we noted that there is some difficulty in raising a defect in the redkite system if there is no barcode on the equipment.

We noted that the full inventory checks of the pump should be carried out on a weekly basis, however we identified that weekly checks had not been noted on Redkite for four pumps and we could not confirm that weekly checks had been completed.

Risk and Impact: Incorrect equipment may result in a lack of readiness in emergency situations.

		

The Force should ensure that inventory checks are carried out daily (or as suggested in the policy) and that an auditable trail is kept to evidence that inventory checks are completed.



The Service should ensure that all equipment is barcoded where appropriate to allow for effective and efficient inventory checks.

		

2

		

The organisations will need to implement a new system to support the ongoing management of the equipment within operational fleet. A project mandate shall now be submitted to support the commencement of a new programme of work to implement a new system. The timeline for delivery shall then be determined by the project portfolio capacity, the data cleansing and the procurement process.



Update 23/10/25 - Owing to the delays in restructure, the new workstreams to support these have now been embedded, work is underway on Redkite to assess the correct data is contained. These actions shall need to be realigned to enable consultation, staff moves and then commencement – Revised date 31 August 2026

		

Leanne Hanson Chief Asset Officer



30 November 2025











31 August 2026

		



		2

		[bookmark: _Hlk211512141]Lack of updated policies and procedures

Observation: An asset management policy and procedural document allows for resource optimisation, accountability, maintenance planning and ensuring equipment safety.

A review of policies, process and guidance documents highlighted that the Service’s Asset Management Guidance document was from March 2020 and did not appear to have been reviewed.

Additionally, we were informed by the Head of Transport and Travel and the Chief Asset Officer that there were other policy and procedure documents that were currently out of date, and they are currently in the process of update and review.

Risk and Impact: The OPCC, Force and Service do not achieve their objectives regarding Fleet / Asset Management and more widely across medium/long term objectives.

		

The Force and the Service should ensure that policy and procedural documents for Asset Management are updated and shared with the staff members, including the Service’s Asset Management Guidance document.

		

3

		

The Department is currently undergoing a review and potential restructure. As part of this work is also being undertaken to establish a single Asset Strategy. This shall be aligned to the revised organisational Strategies and Plans. Linked to this will then be a full review of all Policies and Procedures to take into account the revised delivery model



Update 23/10/25 - The restructure paper was approved at the Force SPB this week; this has been delayed owning to circumstances outside of our control. The assets strategy shall be going to the Enabling Services Board on 10 November 2025



Update 24/12/25 – Due to other items being prioritised on the agenda the strategy was not discussed at the Enabling Services Board in November.  It was raised at the NFRS SLT in December and will go to the force equivalent in January.



Update 16/02/26 - Policy has now been via Fire SLT and Force FEM. Commentary received back has been minimal. To be reviewed with ACO before publishing. Shall be published by End of February.  





		

Leanne Hanson Chief Asset Officer



30 September 2025











30 November 2025













31 January 2026













28 February 2026

		



		3

		Lack of equipment testing

Observation: Equipment testing across the Force and the Service allows for operational readiness to ensure that vehicles and equipment are ready for duty in case of an emergency.

We noted at the Force that equipment is 'tested' if required when the police officer does the equipment checks on the car, however we noted that there was no auditable trail for equipment checks therefore cannot confirm that the checks are happening daily as per the guidance in the 'Occupational Driving Policy.

Risk and Impact: Lack of safe equipment may compromise The Force's ability to respond effectively in the event of an emergency.

		

The Force should ensure that equipment testing is carried out where appropriate, and include guidance for officers within procedural documents, as well as keeping an audit trail of this

		

3

		

The organisations will need to implement a new system to support the ongoing management and testing of the equipment within operational fleet. A project mandate shall now be submitted to support the commencement of a new programme of work to implement a new system. The timeline for delivery shall then be determined by the project portfolio capacity, the data cleansing and the procurement process.



Update 23/10/25 - Owing to the delays in restructure, the new workstreams to support these have now been embedded, work is underway on Redkite to assess the correct data is contained. These actions shall need to be realigned to enable consultation, staff moves and then commencement – Revised date 31 August 2026

		

Leanne Hanson Chief Asset Officer



30 November 2025













31 August 2026

		



		[bookmark: _Hlk208301794]4

		[bookmark: _Hlk208302518]Service – Reliance on spreadsheet for the Vehicle Maintenance and Records

Observation: We noted that Fire Engines (pumps) are serviced every three months, six months and annually. While the Force uses TranMan to track maintenance and availability, the Service currently tracks this using a manual workbook tracked and updated by the Senior Fleet Administrator.

We noted that the TranMan Management system is available for NCFRA, but it is not utilised therefore, currently there is no availability tracking system used for fire trucks. Head of Transport and Travel aims to implement the use of TranMan for fire, we noted that this may be a potential area for training.

Additionally, we reviewed the sample of recently purchased fire fleet and noted that fire engine services were completed late for three out of eight vehicles. We noted that once the services were completed, they were dated and signed by the brigade technician and the supervising officer

Risk and Impact: The use of spreadsheets, leads to human error as well as extra workload for operational staff

		

Once the Service has transitioned to TranMan system, they should implement a programme of training on how to utilise the TranMan system for operational asset management staff.

		

3

		

[bookmark: _Hlk208302533]The Department is currently undergoing a review and potential restructure. As part of this work the maintenance of the Fire Appliances is being outsourced. Linked to this will then be a full review of all Policies and Procedures to take into account the revised delivery model. And then ensure that the incumbent system is utilised to its full potential whilst work is undertaken to implement a new fleet/equipment management system.



Update September 2025 - The provision of Appliance maintenance has now transferred to the external contractor and we have now moved onto their approved system to manage all the relevant records for maintenance of the fleet. Internal processes have also been reviewed and amended in line with JOT to ensure timely and efficient management of servicing and maintenance. Recommended for closure





		

Leanne Hanson, Chief Asset Officer



Theresa Cheney, Head of Transport and Travel



28 February 2025

		







[bookmark: _Hlk185493525]

Workforce Planning – 27 February 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ responsibility

		Status



		1

		No formal succession plans for critical roles

Observation: We confirmed an exercise had been undertaken to identify critical roles across police officers and staff. We were provided with a spreadsheet which mapped each role into the following categories:

· Tier 1: Core operational function

· Tier 2: Critical support to operational function

· Tier 3: Non-critical support to operational function

However, management advised that formal succession plans had not been put into place for the core or critical roles identified, to ensure establishment stability and continuity of service, manage career pathways, and identify and place high potential staff in leadership roles.

Risk and Impact: Key roles are not identified, and succession plans are not developed to ensure continuity of service. Therefore, the Force is unable to fill key roles sufficiently quickly, leading to operational deficiency.

		

The Force should develop formal succession plans for critical roles to establish the dependencies of each role, the role specification, potential successors in emergency, short/medium/long term, and the handover processes should a key member of staff leave at short notice.

· Dependencies of each role such as key skills, competencies and qualifications.

· The role specification.

· Individuals with potential to assume critical roles in emergency, short term, medium term or long-term capacity; and,

· Handover processes should a key member of staff leave at short notice.

Succession plans should be periodically reviewed to ensure they are accurate and up to date

		

2

		

Liaison with Workforce Planning to identify critical roles. Work on going to look at skills for critical roles and how individuals can identify their current skill set and identify any development required. Looking at utilising about me section on Talent Tile of PDR and to utilise the Talent Tile to produce talent pools which indicate when individuals would be ready for role e.g. ready now/short/medium or long term.



Update 10/09/25 - Following a meeting with JW, it was acknowledged that the current  critical role list was produced as a result of COVID restrictions. Therefore a questionnaire was produced and sent out to all Heads of departments asking them to review and score roles in their departments to see if they met the threshold for critical roles. Returns were requested by the 17th July and a meeting was held with JW to review the results. A number of departments had not responded so a further chase up was sent out, with nil returns being required too. A follow up meeting has been scheduled for the 24th September.



Update 14/10/25 - Meeting held on 24th September and reviewed responses to date. Identified a number of departments had not responded so further email sent to chase. Remaining departments given until the 31st October to respond and reiterated that nil returns would be required too.



Update 23/01/26 - Further responses received from departments and collated into spreadsheet showing roles and identified scoring. Further meeting scheduled for 4th February with Workforce Planning to review list and confirm those roles considered critical. It has been determined that this is a starting point, and a review will be conducted on a regular basis and other roles added / removed as required. Work has been ongoing to identify a mechanism for succession planning to the critical roles and an additional box will appear on the talent tile with the ability to select any of the critical roles. This process will be implemented with the start of the new PDR in April 2026. Action complete.



		

Caroline Oppido



01 September 2025

















































30 November 2025

		







[bookmark: _Hlk201559933]Business Continuity & Emergency Planning Follow Up – 29 May 2025

		

		Observation/Risk

		Original Recommendation

		Priority

		Management Response

		Timescale/ Responsibility

		Status



		1

		Partially Implemented

Observation: We have reviewed the OPFCC Business Continuity Plan and confirmed that this is now subject to an annual exercise, last performed in November 2024. This recommendation has therefore been considered as Implemented for the OPFCC.



We reviewed the Business Continuity exercise schedule for Northamptonshire Force. This states that category 1 departments should be tested on an annual basis. We noted the following however:

· The DDAT department was last tested in July 2022: We were advised by the Risk and Business Continuity Manager that they have provisionally got an exercise scheduled for May 2025.

· The Command Team and Executive Support exercise was blank on the exercise management log. We were advised by the Risk and Business

Continuity Manager that the command team was in a state of transition throughout 2024 due to suspension of the former Chief Constable, so an exercise will be conducted when this team is stabilised.

· The Roads Policing Team exercise was blank within the exercise management log. We were advised by the Risk and Continuity Manager that that this team was introduced in 2023. This should have been tested in 2024 but has not been completed.



We have reviewed the BCP Management Log and BCP Exercise Log and have confirmed that they are consistent with one another.

Risk: Business continuity plans are not fit for purpose should an incident arise.

		Annual Testing Programme

The Force and OPFCC should implement an internal annual test programme for its business continuity plans.

The Force should ensure the test programme covers all plans over a cyclical period, with those of highest priority tested on a more frequent basis.

The Force should perform a reconciliation between the BCP Exercise and BCP Management Log, to ensure the departments listed are consistent with one another.



		

2

		

The DDaT exercise is currently scheduled to be completed by the end of July 2025 but as previously explained it is hoped that this can be aligned with any disaster recovery testing so this date may be subject to change.

The Command Team exercise is scheduled to be completed by the end of September 2025.

Roads Policing completed an exercise in April 2025



Update August 25 – A combined Business Continuity and Disaster Recovery exercise has been approved by senior officers.  This will be a force wide exercise which is being developed and will be run later in 2025 when operationally viable.



[bookmark: _Hlk211327719]Update October 25 – DDaT DR exercise scheduled for Oct/Nov 2025.  All other plans will continue to be exercised on a rolling basis.

		

Force Business Continuity and  Risk Manager



30 September 2025

		





[bookmark: _Hlk202447473]

Procurement and Supply Chain – 18 June 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ Responsibility

		Status



		3

		Sending timely reminders to suppliers within frameworks

Observation: The Force manages frameworks for several suppliers. As part of these frameworks, suppliers are expected to send timely management information returns so that the force can charge invoices for the value of work completed. Usually, this management charge is 1%.

We selected a sample of four frameworks to assess whether suppliers sent in management returns. Within this sample of four we looked specifically at six suppliers that were part of the frameworks.

We noted in one instance where the management information by a supplier had not been sent in accordance with the Estates and Facilities Framework. We were not provided with evidence that Neville Special Projects, a supplier within the Estates and Facilities Framework, has sent in their management returns for at least the past six months.

The framework agreement states that that the contractor shall provide information regarding the total amount of charges invoiced by the contractor so a management charge can be calculated. We noted that during audit a reminder was sent to the supplier.

Risk and Impact: The Force cannot raise invoices in a timely manner due to supplier not sending in management returns.

		

The Commercial Team should track returns within their totaliser spreadsheets, which are used to monitor framework invoices.

		

3

		

A further contributory factor to the robustness of this process was the limited capacity within the team. The Business Development team are now back to full establishment, and we have an additional post which has now been approved to support the team. This limitation was already acknowledged, particularly, with the SMEs who are members of the E&F Framework. Processes are being reviewed and re-established to further improve practice. As part of the processes, the compliance of the suppliers to their contractual obligations shall be monitored and reported on within the monthly scorecards provided to the Chief Asset Officer and the Assistant Chief Officer, Enabling Services, to ensure performance management is in place and income secured. However, it is recognised that this is a single supplier out of a large volume.



Update September 2025 - In progress- Work has been undertaken to improve the tracking and monitoring of framework returns. Since the addition of the extra commercial manager, the staff team for business development have been further reviewed and it is recommended that the administrative support is realigned to help with this area, especially with the introduction of the new IT framework. 

Significant activity has been undertaken with the E&F framework suppliers to engage and improve returns. A meeting is due to be held on 9th September to forward plan supplier management and income tracking for the next 12-18 months. Revised date 01 October 2025



Update October 2025 - Complete- the additional administrative resource is now in place and processes have been revisited to ensure consistency of approach. In addition to the internal processes, the expectations for suppliers have been strengthened within the framework paperwork for the new pensions framework and has been clearly outlined to all new suppliers for the IT framework. The improvements against this objective will be monitored and quality assured over the next 12 months.

		

Lucy Westley, Head of Commercial and Business Development



01 September 

2025





























01 October 2025

		





[bookmark: _Hlk204689603]

Joint Governance – 03 July 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ Responsibility

		Status



		1

		NCFRA – Chief Fire Officer’s expenses not published online

Observation: The Information Commissioner’s Office (ICO) definition document for joint or combined authorities and boards in part II of schedule I of the Freedom of Information Act1 sets out the kinds of information that the ICO expects authorities, including the fire and rescue authorities and joint or combined authorities, to provide in order to the meet commitments under the model publication scheme.

The document states that for members and senior officers the authority should “provide details of the allowances and expenses that can be claimed or incurred” and “include the total of the expenses paid to individual senior staff and authority members”.

We reviewed the OPFCC and NCFRA websites and found that the Chief Fire Officer’s expenses are not published online. The Governance and Accountability Manager advised that NCFRA were unaware of the requirements to publish such information.

Risk and Impact: NCFRA does not follow ICO guidance on publishing Chief Fire Officer expenses and therefore is not entirely transparent, which could lead to reputational concerns.



		



NCFRA should publish the Chief Fire Officer expenses details online on a regular basis.

As part of this, the NCFRA should establish a clear process to enable regular, accurate, and timely publishing of Chief Fire Officer expenses details.

		



2

		

Arrangements have been put into place that will ensure that with immediate effect the CFO expenses will be published on the Fire and Rescue website on a monthly basis. This is in line with the process followed for PFCC and Chief Constable. This information will be uploaded by Finance team as processed.



[bookmark: _Hlk222205863]Update 16/02/26 - This is done on a monthly or bi monthly basis and is published on the NFRS website.

		

Paul Fell - Director of Delivery, OPFCC

Don Crook – NFRS



31 August 2025

		



		2

		OPFCC and Force – Policy and procedure review

Observation: Policies and procedures should act as a key reference for stakeholders to understand what the appropriate procedures are and to ensure compliance with the key regulations that govern the work of the PFCC and associated parties. Policies and procedures should be reviewed on a regular basis to ensure that they are kept up to date with changes to the legislation that they are built on.

We reviewed a sample of 11 policies and procedures covering the OPFCCC, Force and NCFRA and found the following:

• The OPFCC Whistleblowing Policy (last reviewed August 2022) and Code of Conduct (last reviewed January 2022) were updated in May 2024 and December 2024 respectively, but neither has been updated on the OPFCC website. Both Policies also do not have a stated review frequency in place.

• The OPFCC’s Gift and Hospitality Policy and Procedure was last reviewed January 2022 and due for review January 2023 and so is now out of date.

• The OPFCC’s Travel and Subsistence Policy and Equality and Diversity Policy were both last reviewed May 2022 but do not have a stated review frequency.

• The OPFCC Record Retention and Disposal Policy was last reviewed May 2022 but does not have a stated review frequency.

• The OPFCC FOI Policy was not publicly available as a PDF version and did not have a last reviewed date. The Governance and Accountability Manager advised that the Policy was updated in October 2024 and due to accessibly reasons there is no PDF version online. It is expected to be reviewed annually.

• The OPFCC Risk Management Policy was last reviewed March 2023 but does not have a stated review frequency or version control in place.

• The Force’s Social Media Policy was last reviewed April 2023 and due for review April 2024 and so is now due for review.

Risk and Impact: Policies and Procedures at the OPFCC and Force are out of date and may not reflect current practices or changes in legislative requirements, leading to inconsistent operational and strategic activities.

		

The OPFCC should review all policies and procedures that are past their review date. Once completed, the updated policies and procedures should be published on the OPFCC’s website, in accordance with relevant guidelines, and communicated to all relevant staff.

As part of the OPFCC’s review into its policies and procedures, it should ensure all policies and procedures have a clearly stated and documented review frequency in place.

The OPFCC should develop and implement a procedure to monitor policies and procedures overdue for review on a periodic basis, such as through a monitoring spreadsheet.

The Force should review and update its Social Media Policy. Once completed, the updated Policy should be published on the Force’s website in accordance with its own guidelines.

		

3

		

SMc pulling a list together re the policies and procedures that require a review and then we can seek to allocate these for review to appropriate staff members.



[bookmark: _Hlk222211798]Update 16/02/26 – The action relating to having a more comprehensive list of policy with identified review dates is completed. The policies that we have relating to matters concerning HR have been collated and are with HR colleagues for review with the intention of merging these wherever possible with those of Northamptonshire Police. This work sits at the moment with a business manager in HR to take forward on our behalf. I don’t have a timescale for this work. Non HR based policy will in the future be taken to OPFCC SMT once a month to enable us a three month forward plan for those matters that need review.

		

Jonny Bugg – CEO, OPFCC



30 October 2025

		







[bookmark: _Hlk207625669]Police and Fire IT Governance – 29 July 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ Responsibility

		Status



		1

		Lack of an Organisational Cyber Security Policy

Observation: Organisations that work in fields such as policing which necessitate a reduced risk tolerance in the realm of cyber security should have a formal cyber security policy. This policy should highlight the additional considerations which must be made to accommodate these enhanced security requirements.

The OPFCC, Force and NCFRA utilise the generic “UK Government Cyber Security Policy Framework” in place of a bespoke cyber security policy. This document outlines the basic objectives of cyber security but does not provide either specific standards and requirements for establishing a suitable cyber security presence or contain any reference to the unique requirements (such as enhanced data privacy) inherent to the public safety

sector.

Risk and Impact: The configuration of a cyber security posture around the requirements of a generic cyber security policy can result in the implementation of ineffective cyber security practices and guidelines. This may increase the risk and severity of cyber security

incidents, leading to data breaches and increased vulnerability to hacking and ransomware attacks.

		

The OPFCC, Force and NCFRA should develop a bespoke cyber security policy document, and related standards/procedures outlining the specific requirements and expectations for its cyber security posture, with consideration for the additional requirements necessary for policing/fire organisations. This document should include an overview of the key controls that should be put in place to achieve the overall objective of the cyber security policy.

		

2

		

This recommendation is currently being addressed and is effectively monitored through the SyAp framework under Action A1016. The Digital Security Architect is responsible for drafting the policy, with overall accountability assigned to EA.

A draft of the Cyber Security Policy is anticipated by early August. While we appreciate the recommendation, we believe the existing framework is already managing this action appropriately.



Update from Simon Creasey 01/09/25 - I have prepared the Security strategy to first draft and it is out with my team for review. RC has committed to make sure that I’ll have his feedback when I return from leave on 8th September. I’ll then factor in the feedback and move to publish (as long as no significant changes are required).



Update - The draft is complete and will be going back to the CDO for final sign off w/c 15/09 this has also gone to PDS. This will be closed following this.



Update September 2025 – To be presented to CDO in October – Recommended for closure



		

Roy Cowper

Enterprise Architect



31 August 2025

		



		2

		Lack of Consolidated Portfolio Planning

Observation: Organisations composed of multiple departments should ensure that project resource

allocation is carried out through a unified mechanism across all departments. In addition, whenever possible the development of these projects should be carried out

according to a unified project development framework to facilitate the inclusion of resources from across the organisation.

IT Projects within the OPFCC, Force and NCFRA are often conducted entirely by the police or fire departments without input from DD&T. Where collaboration between departments does occur, each department maintains different ways of working and

project methodologies.

While a unified project framework guidance document does exist to align these ways of working, IA were informed by Individuals within DD&T that this is often viewed as too complicated and unwieldy to be regularly utilised and is thus often ignored.

Risk and Impact: Failure to coordinate project delivery across the entire organisation can result in an unnecessary segregation of resources. This can lead to an inefficient project delivery process due to an underutilisation of skills or a failure to deliver critical

projects due to an inability to pool resources across teams.

		

1. The OPFCC, Force and NCFRA should explore and implement solutions to facilitate the organisation-wide adoption of the Project Framework Guidance methodology.

This might include the development of a condensed guidance document to outline the basic principles of the methodology as well as the provision of training to staff across the organisation in the proper implementation of this framework.

2. Responsibility over the governance of resources for joint

projects should be delegated to one of the existing joint

organisational committees.

		 

2

		

We accept this recommendation but clarify that it pertains specifically to all digital projects across both organisations and for organisational change projects within Police; as these fall within the DDaT remit and are intrinsically linked to Project Framework.

The adoption process is accurately aligned with requirements and monitored effectively within DDaT Transformation and Change. Training and governance are also reinforced through monthly reports submitted to the CDO board and organisational change board; offering detailed guidance on implementation of the framework and providing a clear avenue for escalation of concerns. We will commit to developing formal guidance documentation as well as formally

articulating the governance framework.



Update September 25 - To close - There was an agreement with CFO and paper to SLT in Sept last year on how projects would be managed in Fire; review held with CFO that agreed the approach (23/8/24).  This governance has been implemented ACFO Jim Powell has introduced and chairs a Fire Change Improvement Board (CIB).  Members include Fire SLT and DDaT

		

Andrew Jones (Head of Transformation and Change (DD&T)



01 October 2025

		



		3

		Unclear links between governance bodies

Observation: Organisations that are comprised of multiple semi-independent departments should ensure that the information flows between governance bodies across these departments are mapped both at an organisational level and within the Terms of Reference (ToR) documents for each body.

We were informed that no formal documentation has been produced which outlines any connections between the governance bodies of each branch, Police, Fire and

DD&T. For this reason, governance bodies which oversee connected topics such as data or service management may fail to inform other bodies of new information or decisions made which may concern them.

Risk and Impact: A failure to adequately define and account for the connections between governance groups in the OPFCC, Force and NCFRA may result in an unnecessary duplication of work or conflicting decisions.

		

The OPFCC, Force and NCFRA should formally document and

communicate any connections that exist in the objectives or

decision-making responsibilities between governance bodies

across the organisation. This document should be employed to

inform DD&T of which boards within the police and fire

governance structures would most benefit from additional direct communication links.

		

3

		

Both organisations are undertaking a comprehensive evaluation of their governance processes, with a primary focus on improving decision-making through boards, national benchmarks, standardised templates, and enhanced communication procedures.

DDaT will commit to evaluating these findings against the existing DDaT governance structure to identify areas for refinement. Identify and map existing

connections and decision-making responsibilities across governance bodies and to draft and review a formal document reflecting these connections.



Update September 25 - We are awaiting formal roll out of new governance structure, YH will then review against DDaT governance.

Update from PB – The organisational restructure and the introduction of a tasking meeting and tracking meeting for Enabling Services should address this.



Update Octobre 25 - The intent of this action has been addressed through the organisational restructure and the introduction of ES-wide tasking and tracking meetings. These mechanisms ensure DDaT governance is integrated within wider governance.  Recommended for closure

		

Clare Chambers (Chief Digital Officer)



31 December 2025

		



		4

		[bookmark: _Hlk208302665]Data Quality Assurance Procedure

Observation: Organisations that frequently deal with large quantities of data should develop a data quality policy to ensure that data is accurate, organised and readily available to relevant stakeholders. A data quality policy should include controls such as regular

data reviews or the creation of data input templates that guide the data input and processing activities of employees.

We were informed that no data quality policy has been put in place to influence the DD&T balanced scorecard reporting mechanism, with the only data quality process currently taking place being manual data validation by the heads of each DD&T process.

Risk and Impact: A failure to implement a data quality policy may lead to the creation and processing of incomplete or inaccurate data. Judgements made using

this data may fail to address the actual issues impacting performance within DD&T.

		

The OPFCC, Force and NCFRA should create and implement a

data quality policy, detailing the organisation’s requirements for

data input, storage and analysis.

		

3

		

[bookmark: _Hlk208302709]The Head of Information Assurance and the Head of Performance and Business Insights have collaborated to develop a draft Data Strategy. This strategy integrates key elements of data quality, including input, storage, and analysis, into a cohesive framework. Scheduled for presentation at the June CDO board, the strategy will undergo wider approval before being followed by tailored implementation plans designed to address specific service requirements.



Update - To be closed - data quality strategies for both organisation have been drafted and disseminated for review and comment. The data quality working group continues to drive best practice and oversight of all data quality activities in both organisations, and there remains an escalation process within both organisations .



		

Trina Knightley-Jones (Head of Information

Assurance)



01 August 2025

		







Joint Estates Management – 22 August 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ Responsibility

		Status



		1

		Completion of stock condition surveys

Observation: A stock condition survey is a detailed visual inspection of a property, whereby a qualified surveyor assesses the age and condition of a building to help identify potential hazards and inform repair and maintenance programmes.

The Force and NCFRA outsource completion of their condition surveys to Gleeds. Whilst there isn’t a legal requirement for the Force and NCFRA to have surveys

completed regularly, we noted through discussions with the Joint Property Operations Manager that they aim to have them completed every five years, which is in line with best practice across the sector.

We selected a sample of 10 properties, five from the Force’s estate and five from NCFRA’s, and sought to confirm a stock condition survey was completed within the last five years. We noted the following exceptions:

· Two properties had not had a stock condition survey completed (St James Box from the Force’s estate and Chelveston Training Station from NCFRA’s estate).

· Two properties had a stock condition survey completed over five years ago (Daventry Police Station and Force HQ – HR Block both from the Force’s estate had surveys last completed in 2018).

Risk and Impact: The absence of regular stock condition surveys hinders both the Force and NCFRA’s ability to maintain accurate oversight of the condition of their estate, therefore impacting maintenance programmes as issues are not identified in a timely manner.

		

The Force and NCFRA should engage a provider to

conduct stock condition surveys for all outstanding

properties as soon as possible where one hasn’t been

conducted within the last 5 years, including properties

occupied within the last 5 years.

2. The Force and NCFRA should introduce a centralised

register recording all buildings within their estate and the

date the most recent stock condition survey was

completed.

3. A control should be introduced to allow for the timely

identification for buildings that are due a stock condition

survey after five years.

		

2

		

1. The Force and NCFRA shall assess the most suitable provider, subject to compliance with Procurement Act 2023, to undertake a conditions survey programme for all outstanding properties within the identified perimeters. The prioritisation of these shall be aligned to the Estates Strategy, once agreed and finalised.

2. The Force and NCFRA shall seek to create an interim measure for this, as the delivery of a software solution is currently being aligned across the organisational priorities.

3. As set out in 1&2 above the control to identify shall be aligned and implemented on an interim measure whilst a software solution is awaited.



Update 16/02/26 - owing to delays in finalising the estates delivery plan, and increased volumes of work against a backdrop of reduced capacity in Q3 25/26 this shall need to be pushed back until end of Q1 26/27 – pending confirmation of Commercial and Property P1s.

		

Leanne Hanson, Chief Asset Officer

30 January 2026































30 June 2026
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[bookmark: _Hlk212725578]Seized Property – 24 October 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ Responsibility

		Status



		1

		Cash Exhibit Handling and Location Discrepancies Observation: The Force's Cash Seizure Protocol, last reviewed on 13/08/2025, outlines procedures for seizing cash exhibits as part of a criminal investigation, or when searching persons, premises, and vehicles.

We conducted sample testing onsite to verify that cash is securely stored in double evidence bags and that each cash count is countersigned by two officers, one

responsible for performing the count and the other acting as a witness.

We visited three locations: Property Main Store (PMS), Wellingborough Temporary Store, and Weston Favell Temporary Store. Our testing highlighted the following:

PMS:

· 61/61 cash evidence bags traced from Niche to physical location

· All 61 bags had two officer signatures (count and witness)

· 60/61 were double bagged bar one exception: £1 Coin (P2500144821), which was due to a mass upload onto Niche from one job.

Wellingborough:

· 2/2 cash exhibits were double bagged and signed.

Weston Favell:

· 3/3 cash exhibits were double bagged.

· 2/3 were double signed; the exception (P2500194881) had an action raised on Niche for the Officer to countersign, prior to transporting to PMS.

· One exhibit (P2500236702) was found in the cash locker instead of the Niche location; Niche has been updated accordingly at the time of the audit fieldwork

· All cash exhibits reviewed included had an evidence reference number. 

Risk and Impact: Where cash is not double bagged in line with procedures, there is

a risk of compromised evidence security, leading to challenges in maintaining chain of custody.

Where the physical location of cash exhibits does not align with Niche, even if the cash is stored in the safe, there is a risk of record discrepancies, leading to potential delays in evidence retrieval.

		

The Force should:

1. Recommunicate the Cash Seizure Protocol and highlight to Officers the importance of ensuring that cash is in double bags.

2. Where a mass upload of evidence has taken place on Niche, Officers must ensure that the location of any cash exhibits is manually reviewed and updated to reflect the correct physical storage location.

3. The Evidential Property Team should continue to carry out weekly audits to ensure locations on Niche are correct.



		

3

		

We are pleased with the findings in this report; it recognises the excellent  processes and procedures within the Criminal Justice Evidential Property Team

in terms of management and audit of seized property. Dealing with each recommendation in turn:

1 & 2 - We have sent out new communications and messages to remind Officers of the necessity to double-bag cash exhibits and to ensure that physical

locations are up to date. We have also advised our Learning and Development Department in Force to ensure that physical locations are reviewed and

maintained.

3 - Weekly audits are part of process and procedure in Evidential Property, these are a permanent feature. 



Update 26/01/26 – These actions are already complete.

		

Mandy Rowlatt

Head of Criminal Justice



31 December 2025



		



		2

		Discrepancy Between Niche Listings and Physical Locations 

Observation: We reviewed the Evidential Property Procedure and noted that the Officer in Charge

(OIC) is responsible for property entries in NICHE for all property taken into police

possession. Each item must be booked onto NICHE, clearly labelled, securely

packaged and stored in a Temporary Store as soon as practicable.

We conducted sample testing onsite to verify that evidential property on Niche is in the

correct physical location, packaged and stored correctly, and labelled with an exhibit

numbers and tag numbers. Our testing found:

Property Main Stores (PMS)

· All 183/183 (100%) items listed on Niche were successfully traced to their physical locations.

· One additional item (P2400191521) was found in a storage box but was not listed on the Niche sheet used for verification.

· Upon further review, this item was incorrectly recorded on Niche as being stored at a temporary location, the correct location had been updated at the time of the audit. The item has been marked and approved for disposal by an Officer in Charge (OIC).

Wellingborough Temporary Store:

· 24 out of 25 (96%) items were successfully traced from Niche to their physical locations.

· One item (P2500233525) was not located during the onsite visit. We were advised by the Evidential Property Officer that it is likely that a Police Officer has picked this up and not checked it out to themselves on Niche.

Weston Favell Temporary Store

· 28/28 (100%) items were successfully traced from Niche to their physical locations.

All exhibits selected as a part of sample testing included exhibit numbers, and

property tag numbers. 

Risk and Impact: Where items are removed from storage without being formally checked out on NICHE, there is a risk that the chain of custody is compromised,

leading to reduced evidential integrity.

Where property location is not updated on NICHE, there is a risk that items may be misplaced, leading to non-compliance with evidential procedures.

		

The Force should:

1. Reinforce training for officers on the importance of updating Niche, particularly when items are moved or disposed of.

2. Continue to conduct weekly audits of the Niche systems and physical locations to identify and correct discrepancies.

3. Introduce a mandatory check-out protocol for officers removing items from storage.



		

3

		

We are pleased with the findings in this report; it recognises the excellent processes and procedures within the Criminal Justice Evidential Property Team

in terms of management and audit of seized property. Dealing with each recommendation in turn:

1. A reminder session will be conducted with Learning and Development in Force to ensure that this requirement is covered as part of Student Officer Training. The responsible owner for this will be Elinor Sutton and the timescale for completion will be December 2025.

2. Weekly audits are part of process and procedure in Evidential Property, these are a permanent feature.

3. A working group will be convened in order to discuss implementation of this recommendation. The working group would require input from several key stakeholders in Force including the Digital Team and local Response Teams. The responsible owner for this will be Elinor Sutton and the

timescale for exploration/completion will be December 2025.



Update 04/02/26 – 

1. ES -  I have e-mailed L&D Support regarding reinforcing the risk around physical locations.  I have offered for myself or the team leaders to review any training they have in relation to this and provide further guidance if required.  The EP Team do also remind officers of the whole EP process during briefing sessions.

2. Complete - ongoing action and carried out as routine.

3. ES - With relation to the check in/out process in temp stores I am satisfied that we have a sufficient process in place already.  There are signs up on the temp store doors to remind officers to check out any items removed from the store on Niche.  This is also covered in briefings that the EP Team give to officers, and I have requested that a reminder go out via Forcenet comms.  The EP Team conduct regular audits on the temp stores and this picks up anything that is missing.  For the very small number of exhibits that go missing (and are usually quickly located), I feel there is no need to create an extra unnecessary process.



		

Elinor Sutton Evidential Property & OOCR

Operations Manager



31 December 2025

		









[bookmark: _Hlk214861664]Joint Fleet Management – 30 October 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ Responsibility

		Status



		1

		Force and Fire do not currently have a Fleet Management Strategy and supporting Implementation Plans in place

Observation: The existence of a Fleet Management Strategy supports an organisation in clearly outlining the governance arrangements, roles and responsibilities and strategic objectives with respect to their fleet. A supporting implementation plan translates the strategic goals into actionable steps, providing a clear snapshot of an organisations performance with respect to delivering such goals.

We noted that the Force and Fire currently do not have an up-to-date Fleet Management Strategy in place, with the most recent Strategy dated 2017-2023 for the

Force, and 2021-2031 for Fire (last reviewed in November 2021). Similarly, formal Implementation Plans have not been established for either Force or Fire.

Following the consolidation of two separate entities into one collaborating entity (April 2024), the Joint Chief Assets Officer is currently drafting a single Joint Assets Strategy which will encompass multiple Enabling Services departments. Fleet Management for both Force and Fire as a single entity is planned to be included within the Joint Assets Strategy.

This finding has previously been identified by Internal Audit during the Joint Assets Management completed in October 2024, where we were informed by the Joint Chief Assets Officer that a revised Strategy alongside supporting operational plans will be in place by September 2025.

Risk and Impact: The Force and NCFRA do not achieve their objectives regarding Fleet Management and more widely across medium / long term as objectives have not been formally set.

The Force and NCFRA do not have sufficient oversight of Fleet Management and are not aware of issues arising due to the absence of a formal Implementation / Action Tracker.

		

1. As planned, Force and NCFRA should formally publish a Fleet Management Strategy that outlines the governance arrangements, roles and responsibilities and strategic objectives for both entities.

2. To support the Fleet management Strategy, separate Implementation / Action Trackers should be developed to record measurable actions the respective entities wish to achieve. Progress on the achievement of actions should be circulated to relevant governance forums / delivery groups on a cyclical basis.



		

2

		

The Department shall be publishing a joint Asset Strategy which shall consolidate and have a single fleet strategy. This shall then be used to support deliverables across the capital replacement, Policing Plan and CMRP. The work is underway to ensure in year actions are identified and reported upon.



		

Leanne Hanson, Force & Fire Joint Chief Asset

Officer



31 December 2025

		



		2

		Force vehicles are not always serviced in line with servicing schedule guidance 

Observation: The Force has a ‘Vehicle Service Schedule Guidance’ document in place which outlines the recommended intervals at which services should be undertaken for vehicles. The primary factor dictating when services are due is mileage, which is tracked constantly by the Force via Telematics.

Review of the Guidance document highlights that interval periods for servicing are dependent on the vehicle type, with Armed Response Vehicles (ARVs) and Roads Policing Team (RPT) serviced on a more frequent basis (6/8K miles) compared to Response and Neighbourhood Policing Team (NPT) vehicles (8/10K miles) due to the intensity they are driven at.

We performed data analytics on a record of 379 Force vehicles to confirm whether their most recent service was in line with servicing guidance requirements, and noted the following exceptions:

· 239 vehicles did not record their servicing requirement on the TranMan system, as such we were unable to perform data analytics on these vehicles.

· Of the 140 vehicles we did perform testing on, 47 (34%) were serviced outside of their servicing schedule guidance requirements, with servicing occurring on an average of 1278 miles over expected mileage intervals.

Risk and Impact: Increased risk to the safety of officers, as vehicles may not be fit for purpose due to them being serviced outside of expected interval periods.

		

1. The Force should update the TranMan system to record servicing requirements for all of their vehicles, thus ensuring it is clear to all users of the system when vehicles require a service.

2. The Force should ensure the servicing of vehicles is carried out in line with interval periods

		

2

		

At the time of the audit, the team were carrying several vacancies which contributed to the Tranman records not having up to date records. Team members

are in place to now support in ensuring records updated. The force has now established a Fleet working group to mirror a similar provision within Fire. This shall then ensure issues and performance data can be reviewed and monitored

		

Leanne Hanson, Force & Fire Joint Chief Asset

Officer



31 March 2026

		



		3

		The Force does not always close down open job cards on the TranMan system. 

Observation: The Force continues to use the same Fleet Management System as per the previous internal audit completed in October 2023, the TranMan V9 system. This system captures vehicle records and supporting information within a database and is also used to support maintenance and servicing of their vehicles.

A dashboard is utilised on the system which depicts key maintenance information such as ‘Services Due This Week’, ‘MOTs Due Next 7 days’, ‘Overdue Services’.

‘Overdue MOTs’, ‘Jobs Open Over 7 Days’ and ‘Vehicles with No Recent Mileage’.

We reviewed the dashboard and noted the following:

- 549 jobs were showing as open over 7 days; and,

- 348 vehicles were showing as having no recent mileage.

We queried this with the Joint Head of Transport and Travel and were informed that when jobs are completed, they must be manually closed down in multiple areas of the system. For example, jobs may be marked as completed within the ‘MOT’ and ‘Services’ area however may remain open within the ‘Jobs Open Over 7 Days’ due to limited system functionality, leading to discrepancies in operational visibility.

We did confirm that no services and MOTs were overdue and confirmed for a sample of five job cards deemed to be open that they had been completed and were in fact misleading.

Risk and Impact: Inconsistencies in key maintenance information may lead to operational inefficiencies as resource is allocated to jobs already completed.

Vehicles are not serviced in line with their servicing schedule as mileage records maintained are inaccurate

.

		

1. The Force should investigate all ‘Jobs Open Over 7 Days’ and ‘Vehicles with No Recent Mileage’ on TranMan to confirm whether they are accurately depicting key maintenance information.

2. Moving forward, the Force should close down job cards on all areas of the TranMan system at the time jobs are completed, therefore maintaining accuracy within operational visibility of vehicle job statuses.

		

3

		

At the time of the audit, the team were carrying several vacancies which contributed to the Tranman records not having up to date records. Team members

are in place to now support in ensuring records updated. The force has now established a Fleet working group to mirror a similar provision within Fire. This shall then ensure issues and performance data can be reviewed and monitored.

		

Leanne Hanson, Force & Fire Joint Chief Asset

Officer



31 March 2026

		



		4

		Engagement with sector Fleet Groups. 

Observation: The Fire Sector has an equivalent meeting to the National Association of Police Fleet Managers (NAPFM) in the National Fire Chief Council’s (NFCCs) Technical Operational Group (TOG) and NFCC Fleet Group. These are used to share best practice, sector learning and allow access to benchmarking data, therefore allowing for better assessment of their performance compared with peers within the sector.

Previously, the Fire Fleet Manager attended the NFCC Fleet Group and staff have been invited to attend TOG meetings. However, following changes to senior staff

responsible for Fire Fleet, the organisation has not been involved with either group and has therefore not been involved with standard setting, learning from best practice and access to benchmarking data.

Risk and Impact: NCFRA is unaware of how their fleet performance compares to other fire services and public sector bodies.

		

NCFRA should re-establish links with the National Fire Chiefs

Council’s (NFCCs) Fleet Group and the Technical Operational

Group (TOG) to align with sector best practice, enabling access to

shared learning and benchmarking data

		

3

		

This is supported and is aligned to temporary responsibilities role; this shall be part of the future role under the restructure.

		

Richie Toye, Force & Fire Joint Transport

Manager and Leanne Hanson, Force & Fire

Joint Chief Asset Officer



31 December 2025

		







Accreditation Management – 21 November 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management Response

		Timescale/ Responsibility

		Status



		1

		No strategy or implementation plan outlining how the Force will work towards accreditation

Observation: We sought to confirm whether the Force had an Accreditation Management Policy or Strategy or implementation plan outlining how forensic accreditation will be achieved and maintained across each unit.

Forensic accreditation used to come under the legal entity of EMSOU-FS, however in 2024, Northamptonshire Police became its own independent accredited body and legally responsible for developing and maintaining accreditation. Currently, the Force has only achieved accreditation in Digital Devices and Data – Computers under ISO/IEC 17025. While efforts are underway to work towards full accreditation in line with the Forensic Science Regulator (FSR)’s Code of Practice and ISO 17025/17020, there is no formal strategy or implementation plan in place that outlines specific actions, timelines and responsibilities for achieving full accreditation across all forensic units.

Risk and Impact: The Force does not achieve or maintain accreditation regarding forensic activities, leading to non-compliance with the FSR’s Code of Practice, potentially undermining the credibility and admissibility of forensic evidence in court.

		

The Force should:

a. Develop an Accreditation Management Policy or Strategy that outlines its approach to achieving and maintaining forensic accreditation across all units, in line with the FSR’s Code of Practice and ISO 17025/17020.

b. Conduct a formal gap analysis against the Code of Practice and ISO 17025/17020 for each forensic unit to identify areas of non-compliance.

c. Create an implementation plan to achieve the Accreditation Management Strategy and address areas of non-compliance arising from the gap analysis. This should include SMART actions, timescales, responsible owners, and resource requirements.

d. Ensure progress against the implementation plan is regularly monitored and reported to the appropriate governance group.

		

1

		

Northamptonshire Police have committed to appointing a dedicated Accreditation Manager, and recruitment for this role is currently in progress. Once in post, the Accreditation Manager will lead on the development and implementation of an Accreditation Management Policy. This policy will address the observations highlighted in your report, including the completion of a comprehensive gap analysis and the coordination of progress and mitigation measures towards achieving full accreditation.



		

TBA Accreditation Manager



01 December 2026

		



		2

		Responsibility and governance for forensic accreditation within the Force 

Observation: We reviewed roles, responsibilities, and governance arrangements in relation to forensic accreditation to ensure the Force has sufficient resources and oversight to achieve and maintain accreditation across forensic units.

We noted that the Assistant Chief Constable is the Senior Accountable Individual (SAI) within the Force and attends the Regional SAI Quality Accreditation Group, which consists of SAIs from the five East Midlands forces, and EMSOU-FS. The Group meets quarterly to review progress towards compliance with the FSR’s Code of Practice, address non-conforming work, and to maximise opportunities for collaboration.

As previously noted, Northamptonshire Police became its own legal entity for forensic science activities in 2024. While EMSOU-FS is no longer responsible for accreditation, it continues to support the Force. For example, each forensic unit has EMSOU-FS Quality Officers, and the Head of Quality acts as the UKAS contact to support applications and visits.

We take the view that Northamptonshire Police should appoint an individual within the Force responsible for coordinating, overseeing and managing forensic accreditation across all units. This would ensure a consistent approach is taken, reduce duplication of effort, provide strategic direction and oversight, and support timely progress towards achieving and maintaining compliance with the FSR’s Code of Practice, and ISO 17025/17020 

Risk and Impact: The Force do not have a dedicated individual to coordinate forensic activities across all units, leading to delays in achieving accreditation in line with timescales set out by the FSR, duplication of efforts, and lack of oversight across forensic units.

		

The Force should:

1. Create a Force Accreditation Lead to provide oversight, direction and coordination of activities to achieve and maintain accreditation across all forensic areas.

2. Develop a local working group, chaired by the Force Accreditation Lead, to ensure accountability and oversight of accreditation progress. This group should report upwards to the SAI or a strategic governance group on progress, risks and challenges.

3. Review the governance arrangements and organisational charts for all forensic units to ensure clearly defined roles and responsibilities, and a clear line of operational and strategic oversight in relation to forensic accreditation.

		

2

		

The Accreditation Manager will assume responsibility for directing activity in this area and will chair a dedicated working group. This group will report into the Digital and Forensic Oversight Group, which in turn reports to the SAI. Following the appointment, further work will be undertaken to clarify and formalise lines of responsibility to ensure robust governance



		

TBA Accreditation Manager



01 December 2026

		



		3

		Maintaining evidence of accreditation authorisation and funding 

Observation: We requested evidence that the Force’s only current accredited area, Digital Devices and Data – Computers, had received adequate authorisation and funding.

Management advised that the Assistant Chief Constable would sign-off on the UKAS AC4 form when a department is ready for accreditation, and that funds would come from the Force’s central budget. However, management were unable to provide evidence of this, as they were not employed by the Force at the time Computers was accredited.

We were also advised that governance arrangements in relation to forensic accreditation, including the process for approving accreditation and funding, have not yet been formally established and documented. 

Risk and Impact: The lack of documented authorisation and funding arrangements for forensic accreditation creates uncertainty around governance and resource commitment, increasing the risk of delays in accreditation.

		

The Force should:

1. Develop a formal process establishing the governance arrangements for authorising and funding forensic accreditation.

2. Maintain a clear audit trail of authorisation for forensic accreditation activities.

		

3

		

Finally, the matters referenced in points 3 and 4 will also fall under the remit of the Accreditation Manager. They will oversee and drive progress against all accreditation requirements once appointed.

		

TBA Accreditation Manager



01 December 2026

		



		4

		Unclear about regulatory expectations 

Observation: Management advised that the Force works to achieve and maintain accreditation in line with the FSR’s Code of Practice. However, the evolving nature of the Code’s requirements makes it challenging to make sustained progress without a clear implementation plan and defined objectives.

While efforts are being made across forensic areas to align with the Code, there is currently no formal roadmap outlining how compliance will be achieved, as discussed in Recommendation 1. Management advised it is difficult to establish a structured approach to forensic accreditation without clear regulatory requirements. 

Risk and Impact: Without a clear implementation plan and defined regulatory objectives, the Force risks inconsistent progress towards accreditation and potential non-compliance with the FSR’s Code of Practice.

		

The Force should:

1. Consider engaging with the Forensic Science Regulator to seek clarity on accreditation requirements and advocate for a more stable regulatory environment to support long-term planning.

2. Establish a horizon-scanning process to proactively identify and respond to changes in accreditation requirements. This could be a standard agenda item within the local working group led by the Force Accreditation Lead.

		

3

		

Finally, the matters referenced in points 3 and 4 will also fall under the remit of the Accreditation Manager. They will oversee and drive progress against all accreditation requirements once appointed.

		

TBA Accreditation Manager



01 December 2026
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		DATE

		GRADE

		RECOMMENDATIONS MADE



		

		

		

		Priority 1

		Priority 2

		Priority 3



		EMSOU – Data Governance and Security

		11 April 2025

		Substantial Opinion

		0

		1

		1



		EMSOU – Wellbeing & EDI

		29 May 2025

		Moderate Opinion

		0

		2

		2





[bookmark: _Hlk201564481]EMSOU – Data Governance and Security – April 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management response

		Timescale/ responsibility

		Status



		1

		Incomplete Information Asset Register

Information Asset Registers are an important control to understand what information is held, where it is held, and who it is shared with. This is a tool to assist EMSOU in following the Data Protection regulations.

We conducted a walkthrough with the information manager at EMSOU to understand where information asset registers are complete. Information owners are required to complete these registers, and these individuals are usually the Heads of Departments.

During walkthrough we noted that areas of the HR information asset register were not complete. This included the technical and organisational security measures in place, and the transfer and sharing elements of the register.

We were further advised by the information manager that out of the eight capabilities, only three could be considered complete.

Risk and Impact: EMSOU is not aware of their information assets, and therefore cannot implement controls to keep data and information secure.

		

EMSOU should ensure that the information asset registers are kept updated and that information owners are clear on their responsibilities in completing all relevant sections.
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Action agreed

		

Ravi Nagra-Kumar EMSOU Information Manager



01 July 2025

		



		2

		Security Handbook Not Updated

We reviewed the Security Handbook used for operational security purposes at EMSOU. This handbook outlines what constitutes an information security breach and the reporting mechanisms.

We noted that the Operational Security Advisor stated within the handbook no longer works at the force. The handbook had last been updated on the 15th September 2022.

Risk and Impact: An outdated security handbook may lead to delays in reporting security incidents by members of staff.

		

EMSOU should ensure that Security Handbook is updated on a regular basis, and that contact details of members of staff is accurate.
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Action agreed



Update 01 July – Handbook has been updated – closed.

		

Steve Parker Operational Security Advisor

01 May 2025

		







EMSOU – Wellbeing & EDI – May 2025

		

		Observation/Risk

		Recommendation

		Priority

		Management response

		Timescale/ responsibility

		Status



		1

		The Unit does not maintain sufficient oversight of the implementation status of actions within the People Strategy

EMSOU has a ‘People Strategy 2023-25’ which outlines five key objectives the Unit aims to deliver on. Included within each objective are actions of what the Unit seeks to achieve, how the Unit will achieve it and the key performance indicators for tracking success. The overall vision for the Strategy is ‘for EMSOU to have a talented representative and inclusive workforce that feels supported and has the capabilities to meet future policing challenges’.

Separately, EMSOU maintains a ‘People Strategy Action Plan 2023-25’, which sets out all of the actions the Unit aims to deliver on in respect of the five objectives outlined in the Strategy.

However, upon review of both the Strategy and the Action Plan, not all actions included within the Strategy are outlined within the Action Plan. Similarly, we noted that the Unit does not maintain a formal ‘Action Tracker’ to monitor the implementation status of the actions.

We selected a sample of five actions, one from each objective, from the Unit’s People Strategy Action Plan to confirm the status of implementation. We confirmed two actions had been completed, two are currently in-progress and one hadn’t yet been started. It was assumed that completion dates were 31st March 2025 due to the People Strategy date (2023-2025) as each action did not record its respective

implementation due date.

We were informed by the Inclusion & Wellbeing Officer that the Unit is due to launch a refreshed People Strategy and Action Plan from April 2025, as the 2023-25 is due to come to a close in March 2025.

Risk and Impact: The Unit is unaware of the current status and owner of actions within the People Strategy and therefore has a lack of oversight.

		

1. The Unit should create a formal ‘Action Tracker’ to monitor the status of actions within the People Strategy.

Elements of the action tracker could include but not be limited to:

a) Action Lead (Responsible Owner)

b) Actions completed

c) Actions to undertake

d) Current update

e) Start date / End date



2. The Unit should complete a review of the implementation status of all actions outlined within the People Strategy Action Plan 2023-25. Where actions are found to be incomplete and/or in progress, the Unit should assess whether such actions should be included within the new Strategy

		

2

		

Since the audit was undertaken in EMSOU, the following changes have been implemented to address some of the issues raised:

Ref 1: EMSOU People Strategy 2023-25 has been reviewed. Following this, a new People, Culture & Inclusion Strategy 2025-28 has been developed in

consultation with EMSOU Command and EMSOU HR team. It will be embedded into the EMSOU Strategy 2025-28. The People Strategy has been written

and is supported by a clear Delivery Plan that sets dates for implementation and completion of key people focussed activities. Each deliverable is aligned to

key people metrics to understand if the activity is having the intended impact. Delivery will be monitored via the EMSOU People Board which meets on a bimonthly

basis. We anticipate that this will address the recommendations highlighted in the report.

		

EMSOU HR BUSINESS PARTNER

31 March 2026

		



		2

		Nil response and disclosure rate targets

The Inclusion & Wellbeing Officer receives quarterly ‘HR Dashboard’ reports produced by the HR Business Partners alongside the Performance Team within EMSOU, which are circulated to the Performance Management Group and People Board respectively.

The reports capture establishment data regarding EMSOU staff whilst also capturing details regarding some of the protected characteristics.

We reviewed the latest reports circulated to the Performance Management Group (January 2025) and People Board (April 2024), and noted nil responses in the following reports:

· Performance Management Group Q3 January 2025 (headcount of 1079)

· Gender: 17%

· Age: 17.9%

· People Board Q1 April 2024 (headcount 910)

· Ethnicity: 11.32%

· Disability: 50.44%

· Sexuality: 69.34%

We were informed that People Board reports were not circulated for Q2 and Q3 due to staff changes and absences.

Reducing the number of nil responses will minimise the risk of the Unit making inefficient and ineffective decisions, as it will have a more accurate understanding of the workforce.

Through discussions with the Inclusion & Wellbeing Officer and the HR Business Partner, we noted the Unit has difficulty in obtaining workforce data for Nottinghamshire, Northamptonshire and Lincolnshire staff, as it does not have direct access to such records. The Unit is able to directly access Leicestershire and Derbyshire’s staff records, as it uses the shared HR system in place between the Forces.

Risk and Impact: Data collection and monitoring processes are limited meaning the Unit does not have effective oversight of its potential barriers to equality.

		

The Unit should implement measures to address nil rate

responses, by emphasising to the workforce the significance of the data for decision making and creating a more inclusive environment.

		

2

		

Since the audit was undertaken in EMSOU, the following changes have been implemented to address some of the issues raised:

Ref 2: Workforce reporting has been a challenge for EMSOU over a number of years. Actions being led by the EMSOU HR Lead include:

· EMSOU HR team now has access to HR Gateway workforce reporting/ demographic data – this has will increase the Units understanding of demographics so people focussed activity can be effectively targeted.

· EMSOU HR Lead is currently leading a project to complete a ‘rebuild’ of the HR Gateway System for all EMSOU workforce information e.g. establishment, strength and demographic data for improved reporting. This project will include improving access/ workforce data for EMSOU officers and staff that have a ‘Partner’ record and are not within Leics/ Derbs.



		

EMSOU HR BUSINESS PARTNER

31 March 2026

		



		3

		Wellness newsletters are currently not being circulated

The monthly ‘State Four’ newsletter was a tool used by Inclusion & Wellbeing Officer to clearly communicate positive action, reasonable adjustments and other EDI / wellbeing initiatives and updates at the Unit.

Prior to the EMSOU intranet launching in Summer 2024, a PDF of the newsletter was emailed to all EMSOU staff. Once the intranet was launched, the newsletter was added to the HR section.

We found that the newsletter has not been circulated since October 2024. We were informed by the Inclusion & Wellbeing Officer that this is due to the limited number of views the newsletter receives and the significant amount of time it takes the Officer to create.

The Officer was in talks with the Communications Team to potentially include the newsletter within the main footer of the EMSOU intranet, as this would significantly increase visibility and therefore circulation, however, this never came to fruition.

Risk and Impact: Positive action, reasonable adjustments and other EDI / wellbeing initiatives are not being clearly communicated with staff and officers.

		

The Unit should re-launch the ‘State Four’ newsletter and

work with the Communications Team to select a suitable

location for its accessibility, ensuring adequate visibility.

		

3

		

Ref 3: We are currently reviewing engagement and communications as part of the EMSOU Strategy and EMSOU People, Culture & Inclusion Strategy and

Delivery Plan to balance impact and resources.

		

INCLUSION & WELLBEING OFFICER

31 March 2026

		



		4

		Trends and themes regarding staff leavers are not circulated to senior management on a regular basis

All staff leavers are invited to complete an exit questionnaire and/or have an exit interview when they leave, which provides an opportunity for the Unit to gain insight into the reasons and trends as to why staff members are leaving the organisation.

Details from interviews and questionnaires are then analysed, consolidated and presented to the People Board, chaired by the Head of EMSOU, as this is the main overarching governance structure at the Unit that oversees wellbeing and EDI.

We noted through review of the People Board Key Decisions Action Tracker that details regarding staff leavers have not been circulated to the Board since Summer 2024.

We queried this with the Inclusion & Wellbeing Officer who informed us that staff leaver details have been captured, but not circulated due to the HR Performance Advisor, who was previously responsible for collecting, analysing and presenting such data, leaving the organisation.

Risk and Impact: Senior management are unaware of common trends and themes regarding staff leavers and are therefore unable to address potential issues.

		

The Unit should resume circulating staff leaver trends and

themes to senior management, as this will enable

sufficient oversight and allow the Unit to address potential

issues.

		

3

		

Ref 4: EMSOU People, Culture & Inclusion Strategy 2025-28 includes deliverables linked to leavers information and ‘off-boarding’. Reporting will be monitored via the EMSOU People Board which meets on a bi-monthly basis. We anticipate that this will address the recommendations highlighted in the report.

		

INCLUSION & WELLBEING OFFICER

31 March 2026
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